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PEID — 370 MowHoe, HagexHoe n yaobHoe
NpUI0XKeHNe, CO30aHHOE A CKaHMPOBaHUA U naeHTudmnKaumm scex QyHKLNNI,
obHapy>xeHHbIX B hannax Microsoft Portable Executable (PE), Bkntovas
camopacrnakoBblBaloLLMeCcs ansbl, YNaKOBLLMKN, KPUATOPbLlI 1 KOMAOUAATOPbI.
PEID nogxononT Ana nosb3oBaTeNen, KOTOpble 3auHTEpecoBaHbl B aHanms3e
nporpamMm n XOTAT y3HaTb, YEM MPUIIOXKEHNE OTNMYAETCA OT APYrUx NoAo6HbIX
MHCTPYMeHTOB. PEID Tak>ke MoXXeT noxBacTaTbcs 6onee 6bICTpbIM
CKaHuMpoBaHMeM bnaropaps cBOUM (PyHKUUAM aHanm3a hansioB, KOTOpbIe
MO>XHO MCMOAb30BaTb NpuK NakeTHon obpaboTke. MNonb3oBaTENM TakKXKe MOryT
ncnosb3oBaTh PEID ona nsyvyeHus 3anyleHHbIX B JaHHbI MOMEHT NPOLLECCOB U
3aBepllaTb UX OOHMM LLEAYKOM MbIlK. [osib30BaTeNn TakKe MOryT
aHanu3npoBaTb AaMMbl NaMATK, Taknm obpasom nonydasa 6onee rnybokoe
noHMMaHue npouecca. PEID nogaep>xmeaeT 60/1bWIMHCTBO NONYASPHbIX
dopmaToB Portable Executable, a Takxxe Mo)xeT ncnosb30BaTbCA ANF yAaNIEHNA
aekomnunaTopoB. OcobeHHocTn PEID: e Hangute
BCE N3BECTHbIE YNAKOBLLNKIW, KPUNTOPbI U KOMAUASTOPbLI B BalLMX NEPEeHOCUMbIX
ncnonHaembix annax Microsoft (PE). « CkaHMpoBaTb 1 onpenensTb
0CcobeHHOCTKN halinoB B UX To4YKax Bxoda * Co3faHmMe HacTpanmBaeMbIX MpaBun
MounckKa v ynpasJseHne nmu. * NMpocmoTpute nHhopmauuto o danne, 4Tobbl
BbINOJIHUTL BbICTPOE CpaBHeHUe ¢ Nogaep’xkKa cambiX NONyNAPHbIX POPMATOB
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Portable Executable. ¢ lMpocMoTp gamMmna namaTn hannia v 3arnsaHyTb B
perncTtpbl * NpocMoOTp 1 yaaneHue nHgpopmaumm o npouecce *« Hangute
MpoLeccChl, KOTOPbIE Bbl XOTUTE 3aBepPLUNTL * BbINONHATL MakeTHYO 06paboTKy
* [10Ay4YMTb CAMCOK BCEX 3anyLEeHHbIX B JaHHbIA MOMEHT npoueccos * AHau3
obpa3oB, MOOYJIEN N MPOLLECCOB * AHaNM3MPOBaTb AaMMbl MAMATHY ©
AHann3npoBaThb 3aBUCMMOCTU MeXAY npoueccaMmu * AHann3nposaTb JaMribl
namMaTn ¢ Mony4nTb CMNCOK PansioB * Moay4YnTb CANCOK 3anyLeHHbIX
npoueccos * AHanus moayns ¢ lNMpoaHanusmMpynTe npouecc, 3aTeM cosganTte
Aamn Moaynd. « AHanusupoBsaTbh npouecc « AHaiM3npoBaTb KOA rnpoiecca ©
AHanM3npoBaTb OT/IAA04YHYIO HacCTb nMpoLecca * iMnopTupynTe gamnbl 1
BbINOJIHANTE AaMMbl NaMATU * AHanM3npoBaTh halnbl * BoiaeneHme n
ocBobokpeHne gamna namatu ¢« AHanusmpoBaTb PE-pain « Moaynb aHanmsa
lMpoaHanu3npymnTe Npouecc, 3aTeM co3ganTe gamn Mmoayas. © AHanmM3npoBaThb
Kopn npouecca * AHanu3npoBaTb OTNaL0YHYIO YacCTb npouecca * BoigeneHue n
ocBoboxaeHne gamna namatu ¢ MNpoaHanusnpymnTe gamn NaMaTn, a 3aTEM
NMOoOPTUPYNTE ero. * AHann3 gamna namsaTu ¢ icnonb3ynTe nporpamMmmy
npocmoTpa HEX aonsa npocMoTpa coaepxmMmoro ¢ mnoptupoBaTh annbl (Bce
hannbl, HaNgeHHble BO BXOAHOM KaTasore) ¢ AHannm3nposaTb MOOY N
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MpumeHas opMaT nonepevyHoro cevyeHusa opmaTta danna PE, PEID moxeT
CKaHupoBaTb Ntobon hann PE He3aBMCMMO OT ero pasmMepa 1 TuMa, a Takxe
noeHTNGUUMpoBaTb HeobXoaAnMblIe CUTHATYpPbl 1 CBOEBPEMEHHO MPenoCTaBAATb
TOYHble pe3ynbTaTbl. PEID MOXXeT He TO/IbKO MAEHTUPULNPOBATL 3aNnucKu
NCXOAHbIX (hals10B, HO U MPOBOAUTbL aHaNN3 BCTPOEHHbIX (hansios, 4aMNoB
Moayfnen n ncnonHsemblx gannos gamnoB. C MOMOLLBLIO CBOEN TEXHOI0MUN
noeHTudunkaumm noanucu PEID MoXXeT CKaHMpOBaTb 060N MCMOoNHAEMbI
hann MeHee 4eM 3a CeKyHAOY M aHanM3MpoBaTb ero 3annucu. OH Takxe
comepxuT nporpammy npocmoTtpa Hex / HEX n gucneTtyep 3apay. TexHonorus
OLICTPOro CKAaHUPOBAHNSA MOXKET YBENINYNTb CKOPOCTb 0BbIYHLIX METOAOB, a
CUrHaTypbl MOryT NMOMOYb MOJIb30OBATENAM JIerko naeHtTuduumnposaTb PE-
thannbl. KntoyeBas ocobeHHoCTh: PEID npeanaraeT NpocToN NMob30BaTENbCKUN
nHTepdenc. OH MOXXET CKaHUPOBaTb U aHann3npoBaTb PE-hannbl 3a gonan
cekyHAbl. OH TakXXe npenocraBnseT cpeacTso npocmoTpa Hex / HEX,
ancneTyep 3agay, 6uicTpbie pe3yabTaTbl M NOAPO6HLIN 0TYeT. OH MOXeT
NOEeHTNPULMPOBATb M aHAIM3MPOBaTb CaMble pa3Hble halibl, B TOM Yncne
ynakKoBaHHbIe, NepeKoMNuJINpPoBaHHbIE, YraKoBaHHbIE U
nepekoMnuanpoBaHHbIe N T. 4. OH NoAAep>KMBaeT NakeTHYo 06paboTky, u
Nnosib30BaTeNN MOryT yKa3aTb, C/ieAyeT 1M CKaHMPOBaTb HECKOJIbKO (hanioB
nnu oamnH dann. OH coemectum ¢ Windows 7 n 6onee HoBbiMn OC Windows.
LleHbl Ha PEID: PEID — 6ecnnaTHoe npusoxeHune. OH He TpebyeT peructpauunmn
Waun peructpauumn, a Takxe nogaep>xveaeT njaaTHyo Bepcuto. NnaTHaa sBepcus
He uMeeT U3MEeHEeHWUN, OHa MOo3BOoJIAET NOoJIb30BaTEeNAM MPONyCcKaTb
npenynpexaeHunsa o BOAAHbIX 3HaKax M 3arpy>xaTb nporpamMmMHoe obecneyeHune
Ha gpyrue koMmnbtoTepsbl. PEID Free — 6ecnnaTHaa nporpaMmma oas
CKaHMPOBaHMA yrNakoBaHHbIX N yrakKoBaHHbIX/NepekoMnuanpoBaHHbIX EXE-
hannos. OH 6bICTPO 0BHapy>XMBaeT ynakoBaHHble haisibl, NCNOJb3YS
MeXaHW3M COMOCTaBNIEHNA CUTHATYP, N MOXKET aHaIM3NPoBaTb, YrakoBaH Jn
hann EXE. 9TOT MHCTPYMEHT Takxxe SABNSAeTCHA MPOCMOTPLLUNKOM HEX u
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ancneTtyepoMm 3agad. Nonb3oBaTenn MOryT BLICTPO MONYUYNTL pe3ysbTaThbl
MeHee 4yeM 3a cekyHnay. PEID 6ecnnaTHo - Bepcusa 3.0.0.11 PEID Free — 3710
HebonbLoe, BbiCTpoe, 6becnnaTHoOE N NPOCTOE NPUJIOXKEHUE, KOTOPOE MOXXHO
NCMOJIb30BaTh AN CKaHUPOBaHNA YNaKOBAHHbLIX U MePEKOMMUIINPOBaHHbIX
ncnosiHAeMbIx anaos.OH ncnosb3lyeT WwabsoH ABONYHOIro NMONCKa OIS
6bicTporo noncka ¢annos PE 1 moMoraeT nMosib30BaTeNAM aHAIM3MPOBaThb,
ynakoBaH sn ann EXE nnm HeT. OCOBEHHOCTW PEID Free moxeT
obHapyXunBaTb U naeHTUGUUNPOBaTbL CTPYKTYpPY PE-halina n cBsi3aHHbIE C HUM
nognucu. OH MoXXeT naeHTuduumnposaTb PE-alin Kak ynakoBaHHbIA UK
HeynakoBaHHbIN. PEID Free nogaep>xneaeT NpoCMOTpP ynakoBaHHbIX EXE-
dannoB B WecTHaguaTepmnyHoMm Buae. PEID Free moxeT aHanmsmpoBaTb EX
1709e42c4c
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PEID — 3TO MHTYUTUBHO NOHATHOE NMPUIOXXEHNE, UCMOJb3YoLLEee YA0OHbIN
NHTepdenc ans obHapyXeHnsa ynakoBLMKOB, KPUMTOPOB 1 KOMMUAATOPOB,
HanOeHHbIX B UCrnosiHaembix PE-thbannax. Ero yposeHb 0OHapy>XKeHus Bbille, YeMm
y Apyrnx nogobHbIX MHCTPYMEHTOB, MOCKOJIbKY MPUSIOXKEHNE YNaKOBbIBaeT
6onee 600 pa3nuyHbix nognucen B PE-cbannbl. [IBa pexxmumMa CKaHUPOBaHUSA
ncnonHsaembix annos PEID nocTaBnaeTcsa ¢ TpeMs pasiMyHbIMU MeToAaMu
CKaAHNPOBaHUA, KaXKAbIN N3 KOTOPbIX MOAXOAUT ANS ONpeaeneHHON Lenn.
O6bI4YHbIN CKaHNPYET yKa3aHHbIN Nosib3oBaTesneM PE-hann B ero To4ke Bxoda
Ha HaJIn4yMe BCEeX BKJIIOYEHHbIX B HEro nognucen. Tak Ha3blBaeMbIN FNyH6OKNN
pPeXXNM MMeeT MOBbILLEHHbIN KO3(hPULMeHT 0bHapyXeHns, NOCKObKY OH
CKaHuMpyeT pa3gen danna, cogep>xawmnin ToO4Ky BXo4a, TOraa Kak XXeCTKUin
peXxnum CKaHupyeT BeCb (hbaisl Ha Hannyme BCcex 3af0KYMEeHTUPOBaHHbIX
noanuncen. Korga nosib3oBaTesIgiM HY)XHO MOAYYUTb pe3yJsibTaTbl HEMeOJIEHHO,
OHW MOryT NoJslaraTbCsa Ha peXumbl «HopManbHbIN» MK «FNyboKnn», a Takxe
MOryT 06paTUTBLCA K peXXnMy «XapAKop», Korga XxoTaT NogoXaaTb, MokKa
CKaHMPOBaHME 3aBEpPLUINTCHA — He3aBUCMMO OT BbibpaHHOro Tuna. ,
CreHepupoBaHHbIe pe3ysibTaTbl MAaKCMManbHO TOYHbLI 6naronapsa Mmetoay
KoHTponsa owmnbok PEID. NakeTHasa obpaboTka n nccnenosaHme npoueccos B
JOoMnosIHeHNEe K UHTYUTUBHO MOHATHOMY MHTepdency PEID, K ero yHKLNAM
TakK>Xe MOXXHO MOosy4YnUTb AOCTYM Yepe3 KOMaHAHY CTPOKY, a noapobHas
JOOKYMeHTaums MoXKeT NoMoYb NoJib30BaTesIiM 03HAaKOMUTbLCS C NMPaBUbHbIMA
KOMaHgaMu 1 napameTpamin. PEID Tak>Xe no3BosseT nosib3oBaTensm
npocMaTpmBaTb BCE 3anyLWeHHble B AaHHbI MOMEHT npoLuecchl N 3aBepllaTh UX
OLHUM LWEeNYKOM MbIlK. MOXKHO TakXe co3faTb JamMn MoAyns, a 3aTeM
0TCKaHMpoBaTb 06pa3 gamna uav NPoaHaIN3NpPoBaTb 3aBUCUMbIE MOAY N
npouecca. Hannyywuve pesysabTaTbl MOXXHO NOJAYUYUTb, €CAN KaXKabl hann
aHaNN3MpPyeTCs OTAENbHO, TaK KakK CKaHMPOBaHME 3aHUMAET MEeHbLUE BPpEMEHMN,
HO PEID Tak>Xxe nogaep)xuBaeT nakeTHyto obpaboTky. Monb3oBaTenn MoryT
BbibpaTb Nanky, a 3aTemM HacTpouTb PEID gnsa suibopa PE-halinoB n nx
CKaHupoBaHua. Yahoo! Mpahuku NonckoBoro Tpaguka Bel 3geck iccnegoBaHus
obpeTaloT HOBbIN 065K BTOpHUK, 19 dpeBpansa 2010 r. HezaBuUCKMMO OT TOroO,
co3paeTe nm Bbl 610r, Beb6-canT nnm KopnopaTuBHbIA 6peHa, Balla CocobHOCTb
npuBneKaTb BHUMaHUE U JIOAJIbHbIX NOCeTUTesNIen ABNSeTCHa (pyHOaMeHTaIbHbIM
LaromM B 3ToM rnpouecce.B 3Ton Bce 6osiee C/IOXKHOW cpefe OHNaNH-MapKeTUHra
3HaHMe TOro, 4eM 3aHMMaloTCA BallM KOHKYPEHThI, TaKXe ABAAETCSA BaKHOMN
YacTblo ypaBHeHMA. Ho kak? Kak oka3anocbk, Yahoo! Search Visibilty 6bin
pa3paboTaH, 4To6bl MOMOYb NIOASM OTBETUTbL Ha 3TOT Bonpoc. Kak 3To
paboTaeT? Hy, 3TO NpOCTO: Bbl BBOAMTE afapec Beb-canTa, N NMyCTb MONCKOBAs
cucTeMa cgenaeT Bco paboTy. 3a 6bonee yem gecatuneTume Search Visibilty
npoaHanusuposana 6osnee 2 TPUIJIMOHOB NONCKOBbLIX 3aMpPOCOB, YTOObI BbIABUTb
WHTepecCHble TeHAEHUUN B NOCETUTENAX.
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nHTepdenc ansa obHapyXeHnsa ynakoBLMKOB, KPUMTOPOB M KOMMUASATOPOB,
HalOeHHbIX B UcrosiHaembix PE-chbannax. Ero yposeHb 06Hapy>KeHUS BbllUE, YEM
y BpYyrux nofobHbIX MHCTPYMEHTOB, MOCKOJIbKY MPUJIOXKEHNE YNaKoBbIBaeT
b6onee 600 pa3nnyHbix nognucen B PE-hannebl. [Ba pexxruma CKaHUPOBaHUS
ncnonHaemblx pannos PEID nocTtaBnsaeTcsa ¢ TpeMsa pas/iIM4HbIMU MeTogaMu
CKAHMPOBaHUSA, KaXK4bl N3 KOTOPbIX MOAXOANT A9 onNpenesieHHON Lenu.
O6bI4HbIN CKaHUPYET yKa3aHHbIN nosib3oBaTenem PE-chann B ero To4ke Bxoda
Ha HaJIn4yume BCeX BKJIIOYEHHbIX B HEro nognucen. Tak Ha3blBaeMbI FNyH6oKnNn
peXXM MMeeT MOBbILLUEHHbIN KO3(hPULmeHT obHapyXeHns, NOCKObKY OH
CKaHMpyeT pa3fen cdanna, cogep>Xalmm ToO4KY BXOAa, TOrAa Kak XXeCTKUN
peXXUM CKaHUpyeT BeCb halsl Ha HaJnyme BCeX 3aJ0KYMEHTUPOBAHHbIX
noanncen. Korga nosib3oBaTesiAM HY>XXHO MONYYUTb pe3ysibTaTbl HEMeOJIeHHO,
OHW MOryT NoslaraTbCa Ha peXxumMbl «HopManbHbIN» MK «FNyBoKNn», a Takxe
MOryT 06paTnUTbCS K peXxumy «XaphKop», Korga XoTaT nogoxaaTh, NOKa
CKaHMPOBaHWe 3aBEPLUNTCA — HE3ABUCUMMO OT BbiBpaHHOro Tuna. ,
CreHepupoBaHHbIE pe3ysibTaTbl MAKCMMabHO TOYHbLI 6narogapsa MmeTony
KoHTponsa owmnbok PEID. NakeTHas obpaboTka n nccnenoBaHme npotieccos B
OONONIHEHNE K MHTYUTUBHO MOHATHOMY nHTepdgency PEID, K ero yHKUNAM
TaK>Xe MOXHO MOJly4nTb AOCTYMN Yepe3 KOMaHAHY CTPOKY, a nogpobHas
JOKYMeHTaumnsa MoXKeT NoMOoYb MNoJib30BaTesiIiM 03HAaKOMUTBLCS C NMPaBUbHbIMA
KoMaHAaMu 1 napameTtpamu. PEID Takxe no3BonseT Nosb3oBaTenam
npocMaTpMBaTh BCe 3anyLleHHble B AaHHbIA MOMEHT NpOLEeCcChl 1 3aBepLuaTh UX
OLHUM LWEeNYKOM MbILN. MOXKHO TakXe co3faTb AaMn MOAYSiA, a 3aTeM
0TCKaHMpoBaTb 06pa3 gamna uan NpoaHaan3npPoBaTb 3aBUCUMbIE MOAY N
npouecca. Hannyywuve pesysnbTaTbl MOXXHO NOJIYUYUTb, €C/IN KaXKabln hann
aHaNn3npyeTcsa OTAEeNbHO, TaK Kak CKaHMpPOBaHMe 3aHUMaeT MeHbLUe BpeMeH!,
Ho PEID Tak>ke nogaep>xuBaeT nakeTHyto o6paboTky. MNonb3oBaTenn MoryT
BbibOpaTb Nanky, a 3aTemM HacTpouTb PEID gnsa Bbibopa darnnos PE n nx
CKaHMpPOBaHUA. BanaHne nesBuinHbIX pexxyLmnx NHCTPYMEHTOB Ha XapakTep
nedeKToB, BO3HMKAKLWMX B 3aroToBke. bbisl NpoBefeH aKCNepnMeHT ans
n3y4deHuns npuponbl AedekToB, obpa3yoLmnxca B cpegHeyrnepoamcTon ctanum, ¢
NCNOJIb30BAaHUEM Pa3/INYHbIX HOXKEN U3 HU3KOYr1epooucTon ctanu C
MOKPbITUEM U3 HUTPUAA TUTAHA, BKJOYas UCMOJIb30BaHNE BbICOKOCKOPOCTHOIO
WHCTPYMEHTa OJ18 pe3KN KPYMHbIX MJaCTUYHbIX KOMMNOHEHTOB. bbly1o nokasaHo,
YTO, HECMOTPS Ha TO, 4TO CTaJibHOE fie3BMe BbI3biBaeT HanbonbLlee KONM4eCcTBO
hedeKToB NIacTUYHOCTHU, CTaslbHOE fie3BMe C NOKPbITUEM U3 HUTPUAA TUTaHA
OyneT CpaBHUMbIM NN MPEBOCXOAAWLMM C TOYKN 3PEHUSA NAACTUYHOCTN.
CKOpPOCTb HOXKa A0J1>KHA KOHTPOJIMPOBATLCA B 3aBUCUMOCTU OT TBEPLOCTU
CTanbHOro ne3sus. Hactosuwee nsobpeTeHne OTHOCUTCA K KUCJIOPOOHOW Macke
015 BCero Ttesa, KoTopas MoOXXeT NoA4epXnBaTbh MOCTOAHHYO Nodavy
Kucaopoga K naumeHTy Ha NPOTSAXKEHUN BCEro ero Wian ee gbixaTesibHOro
UMKNa. BONbWMHCTBO KNCNOPOOHbIX MAaCOK, AOCTYMHbIX CEeroaH4,
npegHasHa4vyeHbl 459 3KCTPEHHbIX CUTYaL Wi nan gns Ncrnosib30BaHUS
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System Requirements:

OnepaunoHHble cnctembl: Windows 7/8/10 Mpoueccop: 2,0 My MamaTtb: 1 T'b
03Y Npadmka: coBmecTumas ¢ DirectX 11 BuageokapTa, Intel HD Graphics n
NVIDIA GTX 470 nnwn nyywe Xectkmn guck: 30 'b ceoboaHoro mecta Ecnnm Bbl
X0TnTe y3HaTb bonblue 06 urpe, o6Aa3aTenbLHO NOCMOTPUTE ObULLMabHbIN
Tpennep HuUxe. B: NMoyeMy A He Mory cBazaTb _start()? 9 nonyyato coobuieHue
06 owmbke npu nonbITKe cCKOMNUANPOBaTh Kog C, KOTOPbIA 3anycKaeT 4acTb
Moero koga C++. 3To Koz

Related links:
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